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Product Licence Schedule: CyberDigiTools (CDT) App - Version 2.0  

1. Introduction 

1.1 This product licence schedule forms part of the College of Policing’s (the ‘Licensor’s’) 

consolidated licence.  It articulates the terms and conditions which relate specifically to 

this Product but must be read in conjunction with the consolidated licence.  A copy of the 

consolidated licence can be found at: https://www.college.police.uk/career-

learning/licensed-products  

1.2 A list of all the Licensor’s licensed products (and licence fees for organisations who are 

not a Home Office Police Force) as well as Product Licence Schedules for each Product 

is published online (excluding any police sensitive products). Licensees are also able to 

refer to our online Licensed Product and Licensees Register to check whether their 

organisation has a consolidated licence and which products they are licensed to 

use/deliver at: https://www.college.police.uk/about/licensing-products   

1.3 The College’s work is organised into four portfolios and its people are organised into 

professional communities and business units (enabling services). Responsibility for this 

Product (the ‘CyberDigiTools (CDT) App - Version 2.0’) sits within the Engagement and 

Implementation professional community.   

1.4 For enquires regarding this Product please contact Sarra Fotheringham, Policing 

Standards Manager Digital and Cyber, College of Policing Ltd.  Email: 

DII@college.police.uk  

1.5 For enquiries about licensing please contact the Copyright and Licensing team at: 

Copyright&Licensing@college.police.uk 

2. Background 

2.1 The CyberDigiTools mobile application (referred to as the ‘CDT App’) contains up-to-date 

practical information and guidance to help frontline officers, staff and volunteers to 

recognise and make the most of any available cyber and digital evidence and intelligence.  

The CDT App helps staff:  

• identify opportunities to help secure digital intelligence and investigation opportunities 

at the scene     

• advise and support witness and victims of crime and appropriately safeguard them 

and any evidence  

• be aware of emerging digital threats and opportunities.  

https://www.college.police.uk/career-learning/licensed-products
https://www.college.police.uk/career-learning/licensed-products
https://www.college.police.uk/career-learning/licensed-products
https://www.college.police.uk/about/licensing-products
mailto:Copyright&Licensing@college.police.uk
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2.2 The CDT App is easy to use and offers a quick and dynamic search function. The content 

simplifies the latest and most relevant information into operational practice and offers a 

wealth of more detailed guidance. 

2.3 The automatic sync feature ensures the mobile device always has the most up to date 

advice and guidance.    

2.4 The CDT App is regularly reviewed and updated by the College, supported by a team of 

national SMEs to ensure the content is nationally consistent and up to date. 

2.5 Once downloaded to an organisation-issued device, the CDT content is available 24/7 

regardless of signal or connectivity. The automatic sync feature ensures staff always have 

the most up to date advice and guidance to hand.  

2.6 The CDT App can be used on secure, organisation-issued iOS and Android devices. The 

app supports all Android versions from 5.0 Lollipop to 9.0 Pie and on iPhones above 

version iOS 10.   

3. Licensed Purpose 

3.1 Subject to the licence terms, this Licence enables the Licensee to access the CDT App 

and its content and functionality and make it available to their Internal Staff through 

secure, organisation-issued mobile devices. 

3.2 The CDT App is provided to support operational activity by providing relevant information 

to enable improved decision making regarding cyber and digital related aspects of 

incidents. 

4. Licensed content on the CDT App (as updated from time to time) 

4.1       Cyber resources: 

a) Glossary 

b) Cyber investigations 

c) Forensics 

d) Open-Source investigations 

e) Email headers 

f) Internet and web 

g) Cybercrimes 

h) Legislation and principles 

i) WHOIS 

j) Online tools 

k) Social media 
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5. Access to the CDT App and its content 

5.1 To receive the CDT App - Version 2.0, all organisations must email the DII team at 

DII@college.police.uk advising that they wish to install the CDT App and that they have 

read, understood and agree to the licence terms. They must also provide their 

organisation’s Google Playstore ID. On receipt of this email the DII team will inform the 

Licensing team and instruct PDS to add them to the managed distribution list. The CDT 

App will then be made available (subject to Google’s deployment timeframe).   

5.2 The Police Digital Service (PDS) manage the deployment of the CDT App using 

Knowledge Hub’s web content management feature. The CDT App is distributed internally 

through each organisation’s Mobile Device Management (MDM) system.  

 Note:  As a prerequisite for Android onboarding, all organisations must have had their 

Google Playstore DEV account connected to their mobile device management system. 

5.3 Once installed the CDT App can be downloaded to secure, organisation-issued mobile 

devices where the content will be available 24/7 regardless of signal or connectivity. 

5.4 The CDT app is aligned to Operation Modify, our interactive resource available on College 

Learn which helps new and serving officers, police staff and volunteers to acquire the 

digital skills they need to undertake investigations effectively. Additional Operation Modify 

resources are also accessible on the Digital Intelligence and Investigation (DII) Group 

Knowledge Hub. If you have not yet signed up to receive Operation Modify learning, 

please contact DII@college.police.uk.   

6. Government Security Classifications (GSC) 

6.1 The licensed content contained in the CDT App is classified as OFFICIAL under the 

Government Security Classifications and are to be handled accordingly. 

7. Proprietary Information and Security 

7.1 The licensed content contained in the CDT App is designated as Confidential Information 

and must be treated as confidential and safeguarded accordingly (consolidated licence 

clause 5 refers). For the avoidance of doubt, this includes but is not limited to the 

uploading of any content including tactics or curriculum materials to corporate or personal 

websites, social media, or other social platforms, or making the content available at 

events or open days. 

https://knowledgehub.group/group/college-of-policing-digital-intelligence-and-investigation-cop-dii
https://knowledgehub.group/
mailto:DII@college.police.uk
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8. Product enquiries and requests for disclosure under the Freedom of 

Information Act (FOIA) and Criminal Procedures and Investigations Act 

(CPIA) 

8.1 All enquiries relating to this Product must be referred to the Licensor promptly.   

8.2 Licensees who are subject to requests for disclosure under FOIA or CPIA are required to 

consult the Licensor before disclosing any of the Licensor’s Products which are either 

classified as OFFICIAL-SENSITIVE or above under the GSC or contain police tactics and 

must use all reasonable endeavours to secure exemptions from disclosure.           

9. Licence Term 

9.1 The licence term for this Product ends on 31 March 2024.   

10. Licence Fees 

10.1 There is no licence fee for Home Office Police Forces to use this Product.   

10.2 An annual licence fee of £1,690 applies from 1 April 2023 to 31 March 2024 to Licensees 

who are not a Home Office Police Force and do not have a current licence for Digital 

Intelligence and Investigation’s Operation Modify.   

10.3 A discounted annual licence fee of £1,127 applies from 1 April 2023 to 31 March 2024 to 

Licensees who are not a Home Office Police Force but do have a current licence for 

Digital Intelligence and Investigation’s Operation Modify either under licence PL-F-104 or 

under a Digital Services Licence PL-P-101. 

10.4 Any support required by the Licensee to use/deliver this Product will be charged at a daily 

rate to be agreed by both parties.   

11. Use in Licensee’s Own Products 

11.1 Not Permitted. 

12. Licensor’s Logo and Copyright Assertion Notice 

12.1 Removal of the Licensor’s logo or any copyright protection from the licensed materials is 

prohibited.   

13. Permitted Audience 

13.1 Licensees shall only provide this Product to their Internal Staff who have been issued with 

a secure mobile device.   
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13.2 Licensees must obtain prior written approval from the Licensor to extend the Permitted 

Audience, whether on a commercial or non-commercial basis by submitting a Permission 

Request Form. 

14. Commercial Use 

14.1 Licensees shall only use this Product on a non-commercial basis. Any commercial use 

without the Licensor’s prior written permission will constitute a breach of this licence and 

an infringement of copyright and/or other intellectual property rights. 

15. Sharing of CDT App or the licenced content 

15.1 Except as permitted in this Licence, the licensed content of the CDT App must not be 

shared with any other party without the Licensor’s prior written permission. 

15.2 The Licensee shall ensure or procure that its users do not: 

• Download the CDT App or any of its content onto personal devices. 

• Make multiple copies or scans, or distribute the content of the CDT App for use by 

others. 

• Extract and use any photographs, video or audio material or graphics separately from 

the accompanying text. 

• Modify, publish, sell, hire, lend, share or sub-licence any content for use by others. 

• Decipher, decompile, disassemble, or reverse engineer any part of the CDT App, 

except as permitted by law. 

• Alter or remove any trademarks or copyright notices appearing in/on the CDT App. 

16. Adapting/Modifying  

16.1 No amendments, modifications or translations can be made to the CDT App or its content 

without prior written permission from the Licensor.  

17. Product Improvements 

17.1 Where the Licensee identifies any product improvements, including areas where the CDT 

App resources are out of date or incorrect, these should be told to and shared with the 

Licensor (see section 1.4 for contact details).    

17.2 All Licensees shall participate in the content review process, to be conducted annually, 

via a nominated representative attending the review sessions, either in-person or 

remotely.   

https://assets.college.police.uk/s3fs-public/2021-10/template-permission-request-for-existing-licensees.docx
https://assets.college.police.uk/s3fs-public/2021-10/template-permission-request-for-existing-licensees.docx
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18. Supplementary Materials 

18.1 Any additional materials created or used by the Licensee to supplement the Product 

cannot be validated or endorsed by the Licensor. 

19. Permission Requests 

19.1 Licensees shall request permission to use this Product outside these licence terms by 

submitting a Permission Request Form to the Copyright and Licensing team at: 

Copyright&Licensing@college.police.uk, at least 14 days before contract and/or 

commencement. 

20. Territory 

20.1 Clause not used.  

21. Trainer Standards  

21.1 Clause not used.  

22. Police Service Quality Management System (PSQMS)  

22.1 Clause not used.  

23. Quality Criteria and Delivery Standards   

23.1 The Licensee accepts that all Users of Knowledge Hub have to accept Police Digital 

Service’s (PDS’s) User Terms and Conditions and Privacy Notice as a condition of being 

granted access. Users do not need to be a member of the Knowledge Hub to use the 

CDT App. 

23.2 The CDT App is distributed through the Apple App store (iOS) and the Google Play 

(Android) mobile app distribution platforms. Where you download the CDT App on these 

platforms, you are also subject to their terms. 

23.3 Microsoft App Centre analytics are in place for the CDT App, allowing the Licensor to gain 

insights on how users engage with the app. This enables us to make better decisions 

about the services, improve performance and informs further content development. The 

CDT App does not gather or require any individual user or organisation specific 

information. 

23.4 The Licensor has no contracted obligation to inform the Licensee or any other entity or 

individual of which or how many User(s) have downloaded the CDT App. Where the 

Licensor does supply reports to Licensees, upon request, showing the global number of 

Users who have accessed the CDT App, the information shall be anonymised. 

https://assets.college.police.uk/s3fs-public/2021-10/template-permission-request-for-existing-licensees.docx
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23.5 In accordance with consolidated licence clause 4.1.9 the Licensor has access at all 

reasonable times to oversee the Licensee’s use of the CDT App to ensure compliance of 

the licence terms.   

23.6  Licensees shall provide the Licensor with any licence related management information 

(including but not limited to the number of times the CDT App has been downloaded 

and/or number of users of the CDT App and/or number of devices) that the Licensor 

determines is appropriate for the purpose of monitoring activity under the licence, as 

required under the product licence quarterly or on request. This information shall be 

anonymised. 

24. Prior Experience, Pre-requisite and/or Co-requisite Learning 

24.1 There are no mandatory pre and/or co-requisite learning requirements for using the CDT 

App. 

25. Security and Technical Requirements 

25.1    The Knowledge Hub system most recently completed its annual CHECK penetration 

testing in 2022. The Knowledge Hub website and apps were successfully tested against 

the Open Web Application Security Project (OWASP) Top Ten vulnerabilities. The 2022 

test ensured that the Knowledge Hub and associated apps meet the National Police 

Information Risk Management Team (NPIRMT) (that sits within the Home Office and has 

a role to assure all national policing systems) requirements for storing Official Sensitive 

level information if required. All content on the CDT App is classified at Official. 

25.2 Licensees shall comply with their own security policies and procedures for devices.  For 

example, as specified by their local Senior Information Risk Officer (SIRO).  

25.3 The following operating systems are the minimum requirements for any Hub app for iOS 

and Android. 

• Android 5.0 Lollipop 

• iOS 10 

25.4    There are no hardware requirements for the CDT App. 

26. Accessibility 

26.1 The College of Policing is committed to making its CDT App accessible, in  accordance 

with the Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility 

Regulations 2018.  
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26.2 The CDT App is partially compliant with the Web Content Accessibility Guidelines 

version 2.1 AA standard, due to the following non-compliances and exemptions. 

a) Non-compliances  

• When using the mobile application with a connected external keyboard the current 

focus is not visible when tabbing to controls present in either the page banner or 

footer. This fails WCAG success criterion 2.4.7 (Focus Visible). 

b) Exemptions as content is not within the scope of the accessibility regulations  

• When tabbing through content with a connected external keyboard the visible 

focus border sometimes fails colour contrast ratios with background content. 

Whilst this fails WCAG success criterion 1.4.11 (Non-text Contrast), the colour of 

the visible focus border is set by the operating system itself and cannot be 

controlled by the application. This exempts it from WCAG compliance.  

• Changing the operating system settings to high contrast doesn’t change the 

settings of the mobile application. This is not a direct requirement of WCAG 

compliance and therefore falls outside the scope of the regulation. Changing the 

system setting to colour inversion does work as expected.  

26.3  We are working to rectify the non-compliant content and have included it as a priority on 

our product backlog so that it can be fixed as part of our iterative release cycle.  

27. Availability of the CDT App 

27.1 We do not guarantee that the CDT App will always be available or uninterrupted. 

27.2 We will aways try to notify licensees and/or their users of downtime in advance. However, 

we may have to suspend, withdraw, discontinue, or change all or any part of the CDT App 

without notice where it is necessary to do so on an urgent basis, for example to comply 

with a legal requirement, or to conduct emergency maintenance to protect the security of 

the CDT App.   

27.3 In addition to the above, as we are constantly enhancing the CDT App, we reserve the 

right to suspend access in order to make technical adjustments, fix errors, improve 

features or make minor changes from time to time.  


